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ANALYSIS OF AUTOCORRELATION PROPERTIES
OF INFORMATION FLOWS IN DISTRIBUTED CONTROL SYSTEMS

The paper presents an analysis of the correlation characteristics of information flows in distributed control
systems of autonomous power systems, including ship electric power plants, operating in real time. The
distributed control system is represented as a microprocessor network modeled as a queuing system with
multiple input flows, priority-based service, and intervals of service unavailability. It is shown that with
increasing intensity of incoming flows and uneven loading of network nodes, overload conditions arise, leading
to increased packet delays, queue growth and loss of information packets. Therefore, the primary focus of the
paper is on researching the autocorrelation properties of the aggregate information flow formed by several
input flows of varying intensity and priority. The conditions under which input flows can be approximated
by Poisson flows were considered, and the influence of unavailability intervals of the queuing system on the
flow structure was analyzed. To evaluate the correlation characteristics, an autocorrelation function is used,
allowing one to determine the degree of dependence between successive packets over time. Stationary Poisson
flows with varying intensities were modeled, and changes in correlation coefficients were analyzed for different
service unavailability intervals. It was shown that increasing the duration of the unavailability interval leads
to expansion of the zones of lack of correlation and distortion of the flow distribution, which negatively impacts
network performance. It was found that with increasing incoming flow intensity, the impact of these distortions
becomes more pronounced, leading to an increased probability of channel and network node load. The obtained
results confirm the need to consider the correlation characteristics of information flows when analyzing and
designing distributed control system networks. The considered approach can be used to improve the accuracy
of performance models and develop effective flow control algorithms under conditions of limited resources and
interval service unavailability.
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Formulation of the problem. Modern distributed
control systems for autonomous electric power
systems (AEPS), including ship electric power
plants (SEPP), are characterized by a high degree of
integration between computing, communications, and
control subsystems, interacting through intensive data
flows. Data transmission in such systems is carried
out through multi-level microprocessor networks,
in which information packets pass through a series
of switching and processing devices [1, p. 708].
The operation of these networks under conditions of
random request incoming calls leads to the formation
of queues and delays, which directly impacts the
performance and reliability of the entire control
system.

A significant feature of distributed control systems
isthe presence of time intervals when service resources
are unavailable [2, p. 613]. These intervals are caused
by both the specifics of flow management algorithms
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and the limited computing and communication
capabilities of network nodes. During these intervals,
information packets are not serviced, leading to their
loss or accumulation in queues [3, p. 1089]. This
phenomenon becomes especially critical during a
sharp increase in flow intensity or when the load is
unevenly distributed among network nodes.

When operating communication nodes with
interval-based access to resources, the structure of
the total flow generated at the system input, as well
as its autocorrelation properties, play a crucial role.
Correlation between successive packets determines
the likelihood of queues accumulating during periods
of wunavailability and significantly impacts the
efficiency of flow processing. Therefore, analyzing
the autocorrelation characteristics of information
flows is a necessary step in the development and
optimization of traffic management algorithms in
distributed control systems.
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Analysis of recent research and publications.
Queueing theory [4, p. 111] is widely used to construct
performance models for computing systems. Analysis
of a SEPP distributed control system's microprocessor
network as a queuing system allows us to determine
the number of packets in the network at different
stages of service, the waiting time in queues, the
packet transmission time, and other characteristics of
the flow processing process.

When the level of flows in the network of
SEPP distributed control system increases sharply,
congestion occurs, i.e., the incoming messages are
blocked. One of the reasons leading to a decrease
in productivity is the busyness of queue processing
systems, which are queuing systems (QS). A request
received at the input of the system "waits" in a queue
for execution. This waiting time depends on such
factors as the intensity of flows and the time it takes
to process packets in the queuing system, which
has the negative impact on the control quality. One
approach to solving such problems is to optimize the
use of all available network resources [5, p. 371]. In
particular, it is desirable to ensure that network nodes
are not overloaded, while similar nodes on alternative
routes are underloaded. It is possible to use feedback
algorithms [6, p. 14] that consider the presence and
size of queues, packet arrival rates, and the interval
between successive packets, using only information
about input flows and saturation flows. This control
mode, in which the servicing of request flows occurs
strictly according to a predetermined law, is most
often used in queuing systems with a high load, when
the intensities of incoming requests for different flows
are practically the same [7, p. 69]. However, if gaps
appear in the flows, the cyclic control method is not
practical: for some flows, the service device operates
in idle mode, while for other flows there are queues
of service requests.

Despite the large number of studies devoted
to modeling distributed control systems based on
queuing theory [8, p. 17; 9, p. 2], existing research
has insufficiently explored the impact of correlation
characteristics of information flows on their
processing efficiency under conditions of interval-
dependent unavailability of service resources.

In most known studies, input information flows
are assumed to be Poisson or statistically independent
[10, p. 551; 11, p. 49]. The analysis is limited to
average values of intensity, delays, and queue lengths,
while unavailability intervals of service nodes are
either not considered at all or are considered in a
simplified manner, without regard to the temporal
structure of the flows.
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In real distributed control systems of SEPP,
information flows are generated by a set of local
sources, exhibit temporal correlation and non-
stationarity, and interact with service devices
operating in modes with periodic or event-driven
unavailability. Thus, existing studies lack an analysis
of the correlation characteristics of total information
flows in distributed control system networks, taking
into account unavailability intervals of service
resources. The influence of temporal correlation of
flows on the efficiency of their processing and the
probability of loss of information packets has not been
sufficiently studied, which limits the applicability of
existing performance models in the conditions of real
operation of distributed control systems.

Task statement. This research is devoted to the
assessment of the intensity of the total flow in SEPP
distributed control system and the construction of
an autocorrelation function in order to analyze the
influence of the unavailability time interval during
which flows are not serviced on the efficiency of their
processing.

The solution to this problem will allow us to more
adequately describe the flow processing processes,
improve the accuracy of performance models,
and develop more efficient methods for managing
network resources aimed at reducing packet loss and
improving overall system performance.

Outline of the main material of the study.
The automated control system for a ship's electric
power plant is considered as a set of microprocessor
systems distributed across production areas. In terms
of topology and control organization, the system is
distributed [12, p. 21]. In Fig. 1 a structural diagram
of the microprocessor network of the distributed
control system is shown.

The following designations are used in the figure:
DPM — Diesel Parameters Monitoring system; DCU —
Diesel Control Unit; ES — Excitation System of the
synchronous generator; CPR — Current Protection
Relay; RPR — Reverse Power Relay; SCP — Short-
Circuit Protection; LAR — Local Automation Router;
RPD, APD — Reactive and Active Power Distribution
devices; GS — Generator Synchronization block;
FCR - Functional Complex Control Flow Router;
AS — Emergency Alarm System; VCU — Voltage
Control Unit; PRC — Power Reserve Control device;
ICS — Integrated Control System; IM — Insulation
Monitoring unit; PM — Power Monitoring unit;
VM - Voltage Monitoring unit; FM — Frequency
Monitoring unit.

For each network process, the following are
assessed:



InpopmaTuKa, 06uKCII0BAIbHA TEXHIKA Ta aBTOMAaTH3aLlis

AS M PM VM FM
| | | | | F
Ethermnet
“__pRC “__PRC ~__pRC
AS VCU VeU VGU
1
CAN, R5485

G3
APD

RFPD

GS
APD

CAN, RS485 CAN, RS485

CAN, R5485

ES
DCuU
DPM

F

CAN, RS485

Fig. 1. The structure of the microprocessor network of a ship power plant distributed control system

— the volume of data transmitted for each service
class;

— the uniformity of the data flow for each service
class;

— the distribution of workload intensity depending
on the power plant operating mode.

Distributed control systems operating in real
time require strict and precise quality of service
guarantees. Correct network design and flow
classification into a small number of priority classes
may be sufficient to ensure the normal operation
of the control system. Ultimately, appropriate
resource allocation during peak load periods or
emergency situations, along with protection from
lower-priority flows, will ensure the required level
of service. The advantage of this solution is higher
overall efficiency, as it allows for the transmission
of a larger number of flows in a simpler manner and
using simple data path management mechanisms
[13, p. 3]. Figure 2 shows the functional diagram of
the flow processing system.

Queuing systems can be divided into two types
[14, p. 49] — systems with waiting and systems with
losses. In the first case, a request received at the
system input "waits" for processing; in the second, it
is rejected due to the service channel being busy and
is lost from the QS.

A flow is defined as a sequence of information
packets entering a service system — a collection of
queues and service devices (channels). Each packet

enters its own channel, where it undergoes service
operations.

Input flows =x,, =, m; are generated by the
automation equipment of the ship electric power plant,
the state and operating mode of which determine the
probabilistic structure of these flows. Requests for
input flows are received in accumulators (queues) Q,,
0,, O, with unlimited capacities. The following flow
service classes can be defined [3]:

— &, is a low-intensity, information-rich, priority
flow;

—m, is a low-intensity flow;

— 1, is the highest-intensity priority flow.

If the environment is in state ¢©, then the input
flows are Poisson-type flows (flows of individual
requests). For the environment state eV, the input
flows are not simplest. Next, the case when the system
is in state ¢” is considered.

The information content of flow 7, means that the
dynamics of the queuing system take into account the
presence of requests in storage Q, and the arrival of
requests along this flow. Its priority is determined by
the need to promptly service incoming requests. The
priority of flow 7; means that if there are no requests
along flow 7, (a gap), servicing along flow 7, will
continue.

A random input flow 7; is described by a vector
random sequence {(t,,v,,n;),i 20}, where 7, is the
number of requests of type v, received during the time
interval [z, 7,,) along this flow. The request type is
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Fig. 2. The functional diagram
of the flow processing system

determined by the label v, (the state of the random
environment).

For the simplest flow, which can be considered a
flow from local control means arriving at the LAR
flow router (Fig. 1), the number n of events falling
within any time interval 7 is distributed according to
the Poisson law [15, p. 167]:

_ (M) exp(=A1)
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The probability that no event will occur during a
time interval 7 is:

P0,T)=e". (2)
Then the probability of the opposite event is:
P(T<t)=1-¢". 3)

To model a Poisson flow with intensity A(%),
which determines the number of information packets
received per unit of time, it is necessary to use a
system of densities:

a(t.t)= ﬁx(zj)exp(—j Mxds) . (@)

The conditional probability density can be defined
by the equation:

a;(t),....t;)

(Li)g el =— 5
.ft(tt/t,,l tl) ai_l(tl,-..,ti_l) ( )
Substituting (1) into (2) we get:
d, =1-exp(~ [ Mo)dr) ©6)

fig

where ¢, ..., t,— moments of occurrence of flow events.

The given time points ¢,, ..., ¢, constitute a Poisson
flow. Two stationary Poisson flows with different
intensities, /=10 and A1=20, were analyzed. The
intensity graphs for these flows are shown in Fig. 3,
a, b, respectively.

To implement the flow, event occurrence times
t, t,, ... of the flow with the required intensity were
generated. The following algorithm was then executed:

Intencity

.4

X X 0 I &£ &£

(b)
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Fig. 3. Flow intensity graphs: a — 1=10; b — 1=20.

364 | Tom 37 (76) N2 12026



InpopmaTuKa, 06uKCII0BAIbHA TEXHIKA Ta aBTOMAaTH3aLlis

1. The first event is recorded: i,=1, i=1;

2. The event occurrence time is stored: #,,=t,, and
the event counter is incremented by one: i,=i,+1;

3. The event counter is incremented by one: i=i+1;

4. The condition ¢-t,,,-1>7 is checked. If it is met,
proceed to step 2; otherwise, proceed to step 3.

The correlation function has two wuses. It
determines the degree of "similarity" between two
flows at different time delays (cross-correlation). It
is also used to determine the degree of correlation
between a flow and itself depending on the delay
time (autocorrelation) [16, p. 3]. Correlation is a
normalized value with the interval value [-1,1].
To estimate a stationary flow, the autocorrelation
function is used:

NWh2 Zv (v,=-D

J N—i+l

(N—z+1)Wh2 Z ViV eie ‘)

(7

where N — the number of time intervals; v,, — the
number of received packets during each time interval;
W — the number of iterations of the process of the
flow under study obtaining realizations; /& — the time
interval partitioning step.

When plotting the graph, the ordinate axis shows
the value of R, calculated using equation (7), and the
abscissa axis shows the time interval numbers. Fig. 4,
a, b, show the correlation coefficient matrices for
flows with intensities /=10 and A=20, respectively.

The effect of dead time with different values
(=0.1) was also analyzed. The results are shown in
Fig. 5, a, b, respectively.

The figures show how the size of the “dead” zone
to the right and left of the diagonal increases with the
increase in the value of the information flow servicing
system unavailability interval.

Conclusions. Modeling information flow
processing systems allows to optimize system
parameters, examine their operating principles, and

(b)

Fig. 4. Correlation coefficients at 7=0.01: a — 1=10; b — 1=20

(@

Fig. S. Correlation coefficients at 7=0.1: a — A=10; b

(b)
—2=20
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study and eliminate factors that lead to performance processing system significantly distorts the flow
degradation. In this research, network flows have distribution. This leads to performance loss and
been analyzed within limited time intervals. The overload of channels and network nodes. The greater
resulting relationships showed that the impact of the intensity of the input flow, the more noticeable
the unavailability interval of the information flow these distortions are.
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Ymkapenko 0.0. AHAJII3 ABTOKOPEJSIIINHUX BJACTUBOCTEM IHOOPMALIMHUX
IHOTOKIB Y POSINOAIJIEHUX CUCTEMAX YIIPABJIIHHS

Y cmammi poszensoaromvcs numanns ananizy KopersyitiHux Xapakmepucmux iHghopmayitinux nomoxia y
Mepexcax po3nooineHux CUCeM Kepy8aHHs A8MOHOMHUMU, 8 MOMY YUCTI U CYOHOBUMU eleKMPOeHepeemUyHUMU
cucmemamu, wo QyHKYionyioms y pesrcumi peanrbnoco yacy. Poznoodinena cucmema xepysanns npedcmagienay
6USA0T MIKPONPOYECOPHOL MEPENCT, AKA MOOETIOEMbCA K CUCIEMA MAC08020 00cy208y8anns. [loxkazano, wo
NpU3POCMAHHI IHMEHCUBHOCIIE BXIOHUX NOMOKI6 MA HEPIBHOMIPHOMY 3A8AHMANCEHHI 8Y3TIB MEPENCT GUHUKAIOMb
NePesanmaicerHsl, o nPU3Bo0sims 00 30LIbUEHHS 3AMPUMOK ma empam iHgopmayiiinux nakemis. OcHO8HY
yeazy npuoiieno OO0CHIONCEHHIO ASMOKOPEIAYIUHUX GIACMUBOCME CYMAPHO20 ITHGOPMAYIUHO20 NOMOKY,
wo dopmyemvpcsi KilbKoMa 6XIOHUMU NOMOKAMU PI3HOL iHmeHcusHocmi ma npiopumemuocmi. Posensnymo
YMO8U, 3a AKUX 8XIOHI HOMOKU MOXCYMb OYMU anpOKCUMOBAHI HYACCOHIBCLKUMU, a4 MAKOMC NPOAHANIZ08AHO
BNIUG [HMEPBALI8 HEOOCMYNHOCII CUCTHEMU MACO8020 0DCTY208Y8AHHA HA CMPYKMYPY NHOMOKI8. /i oyiHKu
KOpenaAyitiHUX XapaKmepucmux 6UKOPUCMAHO A8MOKOPETAYIUHY QYHKYIIO, o 00368014€ USHAUUMU CTHYNIHb
3ANLEIHCHOCII MidiC NOCTIO08HUMU nakemamu 8 aci. [Iposedeno moodentosanus cmayioHapHux nyaccoHi8CbKuUx
NOMOKI@ 3 Pi3HOI0 [THMEHCUBHICMIO MA BUKOHAHO AHANI3 3MIHU KOpenayitiHux koegiyicumie 3a pi3HuUx
3HaYeHb IHmMepsay HedocmynHocmi obcnyzogyeanns. Ilokazano, wo 30inbUeHHA MPUBALOCHI iHMepP8ary
HeOOCMYRHOCMI NpuU3o0Ums 00 pPOSULUPEHHS 30H BIOCYMHOCMI Kopenayii ma CHOMBOPEHHS pPO3HOOLNLY
NOMOKIB, WO He2amueHo NOZHAYAEMbCA HA NPOOVKMUBHOCI Mepedici. Bcmanoseneno, wjo npu 30inbuieHHi
iHmeHcUusHOCmi 8XIOH020 NOMOKY 6HIUG 3A3HAYEHUX CIOTNBOPEHb CIAE OINbUL BUPANCEHUM, U0 NPU3BOOUMb 00
3POCMAHHS UMOBIPHOCTI HABAHMAICEHHS KAHAIB | 8y31i6 Mepedici. Ompumani pesyiomamu niomeepoxtcyons
HEeOOXIOHICMb NPULTHAMMSL 00 Y8a2u KOPEIAYIIHUX XAPAKMEPUCTIUK THGOPMAYTUHUX NOMOKIE NPU aHaai3i ma
NPOEKMYBAHHI Mepedc PO3N0OiNeHUX cucmem Kepysanus. Pozensinymutl nioxio modxce Oymu 8UKOpUCMAHULL
0151 nidsuUWenHsT MOYHOCMI Mooeiell NPOOYKMUBHOCIE Ma pO3poOKU ePeKMUBHUX ANeOPUMMIE KepYBaAHHS
HOMOKAMU 8 YMOBAX OOMENCEHUX pecypcie ma IHMep8aIbHOi HeOOCMYRHOCHI 00CY208Y8AHHAL.

Kniouoesi cnosa: xopensyiinuil ananiz, inghopmayitini LOMoKu, po3nooiiena cucmemda KepyeanHs, cucmema
MAco8020 00CIY208)Y8aHHS.
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